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Bank of China eToken User Guide

About Our eToken

BOC eToken is introduced to protect you against fraud and
other security threats when you use our online and mobile
banking services. eToken allows you to verify your identity
and access a full range of online services.
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Usage of our eToken
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How to power on/off my eToken?

You can press the Power on/off button to power on/off the
token. The eToken will be automatically power off if it’s not
used within sixty seconds or you can press the <Power>
button to turn it off.

Do | need to perform a one-time activation for my eToken?

You are required to perform a one-time activation for your
eToken only if you have received your eToken via post.
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If the message on your eToken is shown as “Thank you for
using BOC eToken”, this indicates that your eToken has
already been activated so you DO NOT NEED to perform a
one-time activation for your eToken. You can login
immediately to your Online Banking or Mobile Banking.

If the message on your eToken is shown as a 12-digit

Activation Code XXXX XXXX XXXX, then you will need to
perform a One-Time Activation for your eToken.

What are the steps to activate my eToken?
Step by Step Guide to activate the eToken
Part A:

1. Visit www.bankofchina.com/sg



2. Click on Personal Online Banking Login on the top right corner.
3. Read the notice and click on <Confirm and Login Online Banking>.
4. Click on <Activate and bind eToken>.

5. Enter the default username and password for your BOC Personal
Online Banking as stated in your PIN mailer and click <Login>. Note:
Please ensure you enter the correct default username and password
as shown in the PIN mailer for BOC Personal Online Banking
service).

Part B:
1. Enter the serial number as shown on the back of your eToken and
click on <Activate>.

2. Press and hold the <Power> to turn on your eToken and get an
application code.



3. Enter this application code onto your computer screen and
click on <Obtain Activation Code>.

4. Once the activation code is displayed on the computer
screen, press <OK> on the eToken.

5. Enter the Activation Code on your computer screen and press
<OK> to submit.

6. Click on <Next Step> to proceed.

7. Press the <OTP> button on the eToken to generate a
One-Time Password (OTP).

8. Enter the OTP on the computer screen and click on <Bind> to
complete the activation>.
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Once all the above steps have been completed, you can now
start to access BOC

Personal Online and Mobile Banking services with your new BOC
eToken.

. How to generate a One-Time Password (OTP)?

An OTP is a 6-digit random password and can only be used once
in the course of each authentication of your transaction. This
dynamic password will be randomly updated every 60 seconds.

Steps:

a. Press the <Power> to switch on the eToken.
b. Press the <OTP> to generate a OTP.

c. Input the OTP in the system as per instruction.



5. How to generate a Transaction Signing Password (TSP)?

Transaction Signing is an enhanced process that has been
introduced to increase the level of security for specific online
banking transactions.

This process requires you to enter a challenge code which is
specific to the online transaction that you are performing into the
eToken. The eToken will then generate a unique 6-digit security
code known as Transaction Signing Password (TSP).

Steps:

a. Press the <Power> to switch on the eToken.

b. Press the <SIGN> to enter the Challenge code as instructed
on the screen.

c. Press the <OK> to obtain a TSP.

d. Input the TSP in the system as per instruction.



6. What are the transactions which that will require Transaction
Signing?
The transactions below will require Transaction Signing:
e Add new payee
e Transactions with amounts higher than the OTP threshold*

e Update of personal information
e Update of funds transfer limits

How to access the Function Menu?

You can press the <Function> on the eToken to view the serial
number. and version number of the eToken.
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What if | have more questions on the eToken

Please contact our 24-hour customer service hotline at
1800 66 95566 (from Singapore) or + (65) 677 95566 (from
overseas) for assistance on our Online and Mobile Banking

services.
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Important Notice

1. BOC eToken allows you to verify your identity when logging on to Online or
Mobile banking services. The eToken is also used to authorize certain
transactions and account updates. Hence, it is important to keep this eToken
properly and ensure that it is only used for your personal banking needs.

2. If you have lost your eToken, please contact our 24-hour customer service
hotline at 1800 66 95566 (from Singapore) or + (65) 677 95566 (from overseas)
for assistance. You can proceed to any BOC branch to do a replacement.

3. Please refer to the back on the eToken for the expiry date. You are advised to
proceed to any BOC branch to do a replacement at least one month before
expiry.

4. The eToken is designed to be water resistant but not waterproof. Please take
care of the eToken and avoid placing it in water or near fire sources, and
dropping from height.

5. If your eToken is faulty, or out of battery, you can proceed to any BOC branch
to do a replacement. 10
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